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USER MANUAL

Abstract

The purpose of this document is to describe the prerequisites, to configure and to use the
PRTG SAP Plugin application.
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1 INTRODUCTION

1.1 About this document
This document is elaborated for the end user of the SAP Connector and PRTG SAP Plugin. It

contains a detailed explanation of the software’s usage and all the steps involved, starting with the

establishment of a connection to the SAP instance server, all the way through generating the output

parameters needed for running the SAP PRTG Plugin and creating custom sensors in PRTG.

1.2 About the software

The SAP Connector was developed in order to offer a visual aid for monitoring SAP systems using
the PRTG SAP Plugin.

The tool can be used in order to connect to the desired SAP system through either the SAP XMI
interface or SAP Control imported web methods. The retrieved monitoring structure is then
represented in a tree view format. All the settings made by the user are translated into parameters,
used by the PRTG SAP Plugin in order to monitor the desired SAP system values.

1.3 System requirements

The following software requirements must be met by the machine on which the application will run.

e Windows Server 2008 R2/Windows 7 or later

e _NET Framework 4.5 (if not present on the machine, the plugin installer will install the
prerequisite)

e SAP .NET connector libraries (if not present on the machine, the plugin installer will install

the prerequisite)
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The PRTG SAP Plugin consists of two separated applications, as follows:

1. SAP Plugin — Console application used on the server side (same server as PRTG

application or the PRTG Remote Probe). This makes the communication between PRTG

and SAP.

2. SAP Plugin Connector — Windows application used on the client side, by each user that

wants to define the parameters needed by the PRTG Custom Sensor.

2.1 SAP Plugin Connector
1. SAP instance details
1.1 — Import parameters button
1.2 — Connection mode dropdown
2. SAP sensors tree and filters
3. Parameter output for PRTG SAP plugin
3.1 — Copy to clipboard button

e up Plugin Connector 1

Hest Chent ID System Number System 1D Username
|12?.|}|1'= ||1n1 |1a lag1 [ExamplelUser
|& 1.1 SAPControl 1.2

== o

Password

l I.II‘...II..'..A

Connect

Fitter treeview for sensors = T = - 1
2 TreeView | SAPControl options
Q O |“ '

~ SAPControl sensors
® GetdlertTres

) ABAPGetWPTableFreeProcesses

, ) GetProcesslistStatus

; ) GetProcesslistElapsedTime

() J2EEGetProcesslistStatus

() J2EEGetProcessListElapsedTime
) EngGetStatistic

) J2EEGetVMHeapinfo

) J2EEGetVMHeaplnfoSize

7} J2EEGetVMHeapinfoCommitSize
) JZEEGetVMHeaplnfoMaxUsedSize
) J2EEGetVMHeapInfolnitialSize
) J2EEGetVMHeapinfoMaxSize

[+ Include stotus i+] Inchude performance

" Parameters outpul

Generate parameters

[£3:8!

img. 1 — General Overview
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3 USING THE SAP CONNECTOR

3.1 Connecting to the SAP instance
The first section of the application’s user interface consists of SAP system details. The following

details are needed:

o Host
e ClientID
e System Number
e System ID
e Username
e Password
Note: The sections that follow are disabled until a successful connection is established to an SAP

instance with the given settings.

Note: After initiating a connection, if successfull, population of the sensor structure treeview may
take up to a couple of minutes, depending on the size of the monitoring structure of the targeted
SAP system.

3.2 Selecting the needed sensors
After a successful connection is made to the given SAP system, the tool retrieves the system’s
monitoring tree. The monitoring sets and monitors, together with the sensors that are contained in

each of them are represented in a treeview structure.

3.21 Filtering
The treeview nodes can be filtered, with the following options:

Filter input: The treeview elements will be filtered to contain these keyworks.

Include checkboxes: Only the selected sensor categories will be included in the treeview. In the
SAP Plugin Connector, the STATUS attributes are marked with a Light Gray background, to easily
identify them among the PERFORMANCE attributes.
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I SAP (CEN) EnterpriseBuyer Monitors

I SAP APO Monitor

4 SAP Bl Monitors

4 Bl Monitor

[ ] systemWideQueuelength
[ ] systemWideFreeBPWP
[] utilisation
[ ] NumberOfWpETC
[ ] ErrorsinWpETC
[] ErrorfreginWpBTC
[ | EndedWpBTC
[ | PragramErrars
[ | ServerSpecificQueuelength
|:| Aborted)obs
[ | spen changepointers
|:| Outbound: IDoc created
[ ] Outbound: IDoc ready for dispatch
[] Outbound: IDoc in external system

[ ] Outbound: IDoc dispatched
[l ruthmnimd: Eremr in IDar intarfars

img. 2 — Status attributes vs Performance attributes

Note: The search box can contain multiple items, separated by comma. Eg. ,CPU, Memory”

Note: As PRTG sensors have a maximum recommendation of 40 channels, a limitation must be set
regarding this issue. Altough more channels are supported, ignoring this limit could lead to a poor

user experience in PRTG.

3.3 Generating parameters

After selecting all the desired sensors, the final step consists of the parameter’s generation.

Note: Changes in the selected sensors or any of the settings are not reflectd in the generated

parameters until the ,generate” button is clicked on.

Note: The generated text containing the parameters is copied without the formatting.

support@corp-it.ch



@) coreir

4 ADDING A PRTG SAP PLUGIN CUSTOM SENSOR

The PRTG Plugin for SAP is a tool that offers the possibility to create PRTG custom sensors for
monitoring a SAP system. It does this by connecting to an SAP instance, calling RFC functions or
webmethods(in case of SAPControl) in order to retrieve monitoring data and create custom XML

sensors that are inserted into PRTG.

4.1 Adding a custom sensor in PRTG

In order to add a custom sensor in PRTG, the following steps are needed:

1) Right click the device on which you need an SAP sensor. From the context menu click on
the “Add Sensor” option. (as presented in image. 2)

Cile=il Apg Dewee Meru 5. u:a.:-.am - uEG:LE?EE.
~ i ™~
. | S Chedk Now I
=) ri1 2,501 L e § o™ YL . el o™ L . t =
A Detzils.., LA -l = - i -l § 5
a : - P m o . -5 e s ]
#  Edit L ™ = | = %
= & 3.[}Slﬂ T P I Ay T R L T—— J--t": S
| Luto-Dizcovery an - SR L — F E——
® Create Device Temelcte.. i 1 - 1 = T -

img. 3 - Add sensor option in the device context menu

2) In the Add Sensor page select the “Custom Sensors” category. In the “most used sensor
types” section select the “EXE/Script Advanced” sensor type. (image 3)

Add Sencor to Device example devica (Step 1 of 2)
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img. 4 - Select the sensor type

a) Add a name for your sensor
b) Select the Plugin executable file from the “EXE/Script” list
¢) Add the parameters generated by the SAP Connector.
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PRTG SAP Plugin 1
Adding a PRTG SAP Plugin custom sensor @ CORP-IT

d) Click the “Continue” button

Add Sensor to Device example device (Step 2 of 2)

BASIC SENSOR SETTINGS

Sensor Mame SAP Work Processes
Parent Tags C_05 Wir

Tags Amiexesensor X
Priority o Kk Ak

SENSOR SETTINGS

Important: The EXE file has to run on the computer where the parent probe is instalisd, not on the parent device. The working
directory for “exe” files Is the probe directory, “vibs,ps1” or other saript files may wse different working direciories.

Parameters -HOST.DRDDEVBMNO4 -5Y5:00 -USER:%linuxuser -PWD:%linuxpassword -CLIENT:100 -MSET|

Environment ® Default Envirenment
O gt placenolders as environment values

Security Context ® Use security context of probe service
O Use Windows credentiais of parent device

Cance!

img. 5 - Final steps

3) You will be redirected to the device page, where you can find the newly created sensor

(image. 5)
* ~=1{o3af3 = =
Pos » _ sensor Status
E = B 54P Work Processes (paused) Fauzed (paused)
EL ﬂ SAP Application Emror (paused) Faused (paused)
B3 B0 sap User Ststuchics {pausec) Fauszd (oaused)

img. 6 - Redirect to device page

CORPAIT
+41 55 417 4744
Seedammstrasse 3, 8808 Pfaffikon support@corp-it.ch 5/14/2019

Switzerland www.corp-it.ch Page 8 of 11



(A corpiT

5 MENTIONS

5.1

5.2

Recommendations
The PRTG Custom sensor does not support more than 50 channels officially. Paessler
recommends a maximum number of 40 channels per sensor. Altough it is possible to have
more channels in a sensor, the user experience above this limit is very poor.
Paessler recommends Windows 2012 R2 on the monitoring system for this kind of sensor’s

optimal performance.

Limitations
The PRTG Custom Sensor Channel can hold only values which are numeric (integers or
floats). This means that a custom sensor can hold multiple values (multiple channels) only
for the SAP Performance Attributes values.
Because the SAP Status Attribute returns a message (string), the STATUS attributes and
PERFORMANCE attributes cannot be combined into the same PRTG sensor.
A PRTG custom sensor can hold only one SAP Status Attribute. For each SAP Status
Attribute that needs to be monitored, will result a PRTG Custom Sensor with one channel
only.
The executable (SAPPlugin.exe) file must be stored on the system of the probe the sensor
is created on: If used on a remote probe, the file must be stored on the system running the

remote probe. In a cluster setup, please install the plugin on every cluster node.
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6 INSTALLING THIRD PARTY LIBRARIES

6.1 SAP .NET Connector

When using the SAP Plugin installer, the connector libraries will be automatically detected and
selected for installation of the libraries to the Global Assembly Cache. When the connector installer

opens, perform the following steps:

1. On the first form, click Next

YWelcome to the SAP Net Connector 3.0 for NET LA
4.0 on x86 Setup Wizard afig

The inztaller will guide wou through the steps required to install SAF Met Connector 3.0 for MET 4.0
on %86 on your computer.

WARMNIMNG: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or digtribution of this program. or any partion of it, may result in severe civil
or criminal penaltiez, and will be prozecuted to the maximum extent possible under the law.

Cancel 1 Back. | Mest >

2. Select your desired path where you want to install the SAP .NET Connector libraries and

click Next.

Select Installation Folder P

The installer will install SAP Met Connectar 3.0 far MET 4.0 on 286 to the following folder.

Taingtall it this folder, click "Nest'. Tainztall to a different folder, enter it below ar click "Browse,

Folder:
C:\Program Files [«8EASAPYSAP_DotMetConnectord x36% Browse...

Disk Cost...

Install SAP Met Connector 3.0for MET 4.0 on 286 for yourself, or for anyone who uses this
computer:

() Everone
(@) Just me

Cancel 4 Back
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3. Make sure that the Install assemblies to GAC option is selected and click Next

Rl

Optional setup steps [~
arlogl

oy

Installing azsemblies to GAC allmws different applications on the target computer to share the
azzemblies. Regiztering W provider allows applications to publish M| objects provided by MET
Connector 3 o that the Wil objects can be queried or monitored using ‘Wl infraztructure,

() None
(@) Install assemblies to GAC

() Register W provider and install assemblies to GAC

e [ [T

Afterwards click Next until the libraries will be installed on the machine.
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